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Convergence



Agenda
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• Key convergence
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• Worked examples



Dingbats!



Problem

• SSH everywhere

• PGP almost nowhere

• Command line interface could be better

• seldom-used passphrases



Glimmer of hope

• Same kind of keys

• RSA - mostly

• DSA - which we’ll discount from now on



Challenge

• Make it so that netpgp can read SSH keys





SSH pubkey format

• RFC 4716

• Barebones

• string denoting type - RSA/DSA

• e

• n



SSH Key Format





PGP Keyring

• PGP packets (from RFC 4880)

• packets one after the other

• include keys, trust sigs, dates, metadata

• netpgp --list-packets ~/.gnupg/pubring.gpg







SSH Host Keys



SSH User Keys



SSH Key Management

• Does anyone do this?

• How many people use 1024-bit keys

• Any SSHv1 keys?

• When was key created?



SSH User Key Signing



SSH Host Key Signing





Running hkpd



Retrieving keys by HKP



HKP beyond localhost



Different VM



Importing the Key





Pgp2ssh



Received Key



Key Management

• Key trust

• Revocation

• Key expiry



SSH Key and Trust

• Trust is snapshot

• Key compromised?

• Mitigate by signing SSH keys



PGP Keys

• Good at this

• Same key

• Remember the PGP key metadata



SSH vs PGP Keys



Key Wars 2010

• PGP much more information in it

• SSH wins “brevity is best” award



SSH vs PGP Keys



PGP Key Fields



Blind Signature

• RSA is based around multiplicative

• One key for signing

• One key for encryption

• http://en.wikipedia.org/wiki/Blind_signature

http://en.wikipedia.org/wiki/Blind_signature
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Problem

• SSH only has one key

• Used for signing

• What do we do



One Key Problem

• Generate a second key

• Make it available as eurobsdcon-encryption

• This is what PGP does



Netpgp - signature, encryption keys

GPG - pub, sub keys



Set up new user



Logging in with SSH



Dingbat



Why no agent?



Agents are bad, mmkay?



show-user-agents.sh



spoof-agent.sh



Summary

• Netpgp can manage SSH keys

• SSH key transfer by HKP

• Using SSH Keys to do PGP actions

• Using that key to ssh into remote machine

• Why agents have room for improvement



Thank you

• Yahoo! for paying for me to come here

• Petra Zeidler and Amanda Hockley

• You for listening



Questions?



Alistair Crooks
agc@NetBSD.org

c0596823
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