Practical Data
Protection
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Set up for later




Edit Playback Audio

L7:31:35] agc@amdb4-vm2 ~/ebc2011/embarassing [1905] > []




[11:22:46] agc@amd64-vm2 ~/ebc2011/secrets [1995] > []




Data Protection

® Modification detection
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Modifications

® Checksums
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® As alibrary




Hashé64

® Combine two 32bit hashes
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HMAC

® Hashing Message Authentication Code
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Hashtrees

® Digests tell us data has been changed




Lamport signatures

® One-time keys

e can be mitigated with hashtrees
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Error Correction




Reed Solomon

® Add parity bytes to protect data
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Circa

® CD-style protection for data
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|.4-byte | frame delay

® Every other 4 bytes is delayed | frame

® (a C3frame is 24 bytes) |
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2 Intra-frame scramble

® Within a C3 frame, the bytes are scrambled
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3 Q-parity

parity - C2 frame is created from C3
® (a C2 frame is 28 bytes)




4. Dispersal

® cach byte is striped across sector

® by offset from start of C2 frame




5. P-Parity

® Reed Solomon (32,28) encoding




6. Delay 2

® cven bytes delayed | frame in output

ffers from ECMA standard CDs




CD encoding summary

® 2348 input bytes
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How effective!

® On a 2348 byte sector

® Random: 103 bytes corrup




Edit Playback Audio

[8:42:50] agc@amdb4-vm2 ...local/src/circa-test [1965] > []




Protection from
Viewing




Encryption &
Decryption

® Netpgp

enPGP/
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Redundancy, shares &
thresholds

® Where one copy just isn’t enough
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SSSS

® size - same as original




[19:56:58] agc@amdb4-vm2 ~/ebc2@11/ssss [1691] > []




Rabin’s IDA

® threshold/shares * size

® original 526 bytes, 3/10 threshold




File Edit Playback Audio Video

[3:05:31] agc@amdé4-vm2 ~/ebc2011/ida [1611] > []




Mat - overview

® archiving tool







Enhancements

® Encrypt pass phrase to actors




Embarassing




L7:41:51] agc@amd64-vm2 ~/ebc2011/embarassing [1924] > (]




Shared Key Distribution

® (Generate a one-time key

® passphrase!




Shared Key Recovery

® Receive <threshold> shares from actors

® SSSS join the provided shares to get key
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“Those who cannot
remember the past are

condemned to fulfill it”




l essons Learned

® Checksum equality can cause inefficiency
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Secrets




[11:31:21] agc@amd64-vm2 ~/ebc2@11/secrets [2014] > (]




Uses

® Recover (sensitive?) archived data




Similar work

® par? - GPLv2

® tahoe-lafs - GPLv2, distributed file system




l essons Learned

® Circa can add file protection
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Questions!




Thanks!

® Yahoo! for sponsoring my talk




Alistair Crooks
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