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BSD-licensed Privacy
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Privacy!?

® Encryption and decryption

® Signing and verification










Requirements

® BSD-licensed
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Base

® openpgpsdk library - Ben Laurie & Rachel




OpenPGPSDK
Structure

® |2 header files
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® Masses of structs, functions, definitions
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NetPGP

® |ayer above OpenPGPSDK

® Hides openpgpsdk implementation
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Goals

® BSD-licensed embeddable library




What is PGP?

® Based around IETF RFC 4880




How does it work?

® [wo parts to key
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PGP Signing and
Verification

® File is signed with secret key of signer

® Can be verified with the public key of







Problems? Challenges?

® “| can’t use gpg”

® | have problems too




PGP Encryption &
Decryption

® File is encrypted with the public key




Differentiators




Licensing

® BSD licensing

® |ibrary can be used in places other libraries
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GPG compatible

se existing ~/.gnupg directory
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Library

® gpgme has problems




Language bindings




Split by functionality

® One binary for signing, verification,
encryption and decryption
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Netpgp in Action
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Sign 748579 byte file

7 lusr/bin/netpgp --sign a

netpgp: default key set to "C0596823"

pub 2048/RSA (Encrypt or Sign) I1b68dcfcc0596823 2004-01-12

Key fingerprint: d415 9deb 336d e4cc cdfa 00cd |1b68 dcfc c059 6823
uid AIistair Crooks <ggc@netbsd.org>
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Verify that Signature

7 lusr/bin/netpgp --verify a.gpg

netpgp: default key set to "C0596823"

Good signature for a.gpg made Sat Sep 19 06:52:46 2009

using RSA (Encrypt or Sign) key 1b68dcfcc0596823

pub 2048/RSA (Encrypt or Sign) 1b68dcfcc0596823 2004-01-12
Key fi ngerprlnt d4 I 5 9deb 336d e4cc cdfa OOcd Ib68 dcfc c059 6823
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Encrypt 13501 byte file

L ST ) ' g

% lusr/bin/net




Decrypt that file

7 lusr/bin/netpgp --decrypt b.gpg

netpgp: default key set to "C0596823"

pub 2048/RSA (Encrypt or Sign) 1b68dcfcc0596823 2004-01-12

Key fingerprint: d415 9deb 336d e4cc cdfa 00cd |1b68 dcfc c059 6823
uid Allstalr Crooks <ggc@netbsd org>
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7 lusr/bin/netpgp --sign --detached f

netpgp: default key set to "C0596823"

pub 2048/RSA (Encrypt or Sign) 1b68dcfcc0596823 2004-01-12

Key fingerprint: d415 9deb 336d e4cc cdfa 00cd 1b68 dcfc c059 6823
uid Alistair Crooks <agc(@netbsd.org>

uid Alistair Crooks <agc(@pkgsrc.org>

uid Alistair Crooks <agc(@alistaircrooks.com>

uid Alistair Crooks <alistair@hockley-crooks.com>
netpgp passphrase:
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7 lusr/bin/netpgp --verify f.sig

netpgp: default key set to "C0596823"

netpgp: assuming signed data in "f"

Good signature for f.sig made Sat Sep 19 06:53:06 2009

using RSA (Encrypt or Sign) key |b68dcfcc0596823

pub 2048/RSA (Encrypt or Sign) 1b68dcfcc0596823 2004-01-12

Key fingerprint: d415 9deb 336d e4cc cdfa 00cd |1b68 dcfc c059 6823
did s A|IStaII" Crooks <aI|sta|r@hockIey-crooks com>
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% 'lusr/bin/netpgp' '--cat' 'a.gpg’

netpgp: default key set to "C0596823"

Good signature for a.gpg made Sat Sep 19 06:52:46 2009

using RSA (Encrypt or Sign) key 1b68dcfcc0596823

pub 2048/RSA (Encrypt or Sign) 1b68dcfcc0596823 2004-01-12

Key fingerprint: d415 9deb 336d e4cc cdfa 00cd Ib68 dcfc c059 6823
uid Alistair Crooks <alistair@hockley-crooks.com>
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Message digests

® Digital signatures are simply manipulation
of a digest of a file using the secret key
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Use Cases




Signed email

® Sign email with a digest - everyone can
verify sender by using sender’s public key




Signed software
releases

® Projects usually sign the major releases




Signed Binaries

® Some embedded manufacturers use signed
€nance of binary
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Signed backups

® o make sure that backups are good, they
can be signed







Multiple signatures




Detached signatures

® Allow a file to remain unchanged




Embedded signatures

® |ack of symmetry




Standalone Verification




Key Management

® Separate program which manages keys
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® Notap
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Multiple encryption

® How do we do this for multiple people to
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Indirection
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® By using a key to encrypt the backup tape




Byzantine Generals

Byzantine refers to the Byzantine Generals' Problem, an agreement problem in which generals of the Byzantine Empire's
army must decide unanimously whether to attack some enemy army. The problem is complicated by the geographic
separation of the generals, who must communicate by sending messengers to each other, and by the presence of traitors
amongst the generals. These traitors can act arbitrarily in order to achieve the following aims: trick some generals into
attacking; force a decision that is not consistent with the generals' desires, e.g. forcing an attack when no general wished to

attack; or confusing some generals to the point that they are unable to make up their minds. If the traitors succeed in any
of these goals, any resulting attack is doomed, as only a concerted effort can result in victory.
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A different way...




Secret Sharing

® Shamir’s Secret Sharing Scheme

® Multi-dimensional space







shupg

Noteworthy changes in version 1.4.10 (2009-09-02)

2048 bit RSA keys are now generated by default.
The default hash algorithm preferences has changed to
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Benefits

® Don’t modify exec format




NetBSD & signed
binaries

® Want to load signatures from userland

® Verify in kernel (only public key r eeded)
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Thank you



mailto:agc@NetBSD.org
mailto:agc@NetBSD.org

Questions!
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