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Why do we do this!

® BSD Licensing!

® Belief that BSD combined kernel and




Security Models

® Mandatory Access Control




Effort to plug leaks

® All efforts put into stopping access







Least privilege

® Only give as much privilege as is needed







RBAC

® No super-user




su & sudo

® VWe get least privilege through sudo

® Possibly




Why GNU " su' does not support the “wheel' group

Sometimes a few of the users try to hold total power over all the rest. For example,
1984, a few users at the MIT AI lab decided to seize power by changing the operator
password on the Twenex system and keeping it secret from everyone else. (I was able
to thwart this coup and give power back to the users by patching the kernel, but I
wouldn't know how to do that in Unix.)

However, occasionally the rulers do tell someone. Under the usual su' mechanism,
once someone learns the root password who sympathizes with the ordinary users, he
o]g she can tell the rest. The "wheel group feature would make th|s |mp055|ble and










Abstraction and
Indirection
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A famous aphorism of Butler Lampson goes: All problems in computer
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http://www.reference.com/browse/wiki/Butler_Lampson
http://www.reference.com/browse/wiki/Butler_Lampson
http://www.reference.com/browse/wiki/Kevlin_Henney
http://www.reference.com/browse/wiki/Kevlin_Henney

Abstraction

® Currently, we have a nanny state
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Abstraction




Abstraction







Exploits

® ntpd, sshd, named




Another way!

® Take away ability to do everything







Roles

® |f want to open a raw socket, don’t need to
be able to format the disks




ldentify Roles

® kauth does this for us




kauth

® No more issuser( )




Visual Differences

bsd4d% 1ls -al /sbin/ping
-r-sr-xr-x 1 root wheel 68448 29 Nov 2007 /sbin/ping
bsd44%




Get raw socket - bsd44

bool isroot;

isroot = (kauth_cred_geteuid(cred) == 0);




Get raw socket - rbac

case KAUTH_REQ NETWORK SOCKET_ RAWSOCK:
if (role_allows(cred, RBAC SOCKET RAWSOCK))
result = KAUTH_RESULT ALLOWY;




role_allows()

static int
role allows(kauth _cred t cred, int role)

ismember =




kauth_cred gid has_role()

int kauth_cred_gid _has_role(kauth_cred t cred, gid_t roleneeded, int *resultp)

int  scope;
int role;
int i

*resultp = 0;

scope = ROLE_SCOPE(roleneeded);
~ role=ROLE MASK(roleneeded);
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ROLE SCOPE and ROLE MASK

#define ROLE_SCOPE(r) ((r) & 0xff000000)




Socket Scope

/* specific socket roles */

RBAC_SOCKET_BIND_PRIVPORT = 0x0c000001,
RBAC_SOCKET_OPEN_SOCKRAW = 0x0c000002,
RBAC_SOCKET_CANSEE = 0x0c000004,
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With RBAC, not quite so rooty

rbac# id
uid=0(root) gid=0(wheel) groups=0(wheel),2(kmem),3(sys),
4(tty),5(operator)
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make node - bsd44

bool isroot;

isroot = (kauth_cred_geteuid(cred) == 0);

case KAUTH REQ NETWORK SOCKET RAWSOCK:




make node - rbac

case KAUTH REQ NETWORK SOCKET RAWSOCK:




RBAC mknod example

rbac# id

uid=0(root) gid=0(wheel) groups=0(wheel),2(kmem),3(sys),
4(tty),5(operator)

rbac# mknod -m 600 node c 0 0

mknod: node: Operation not permitted

rbac# su - agc

S id

uid= 1000(agc) gld 1000(agc) groups 1000(agc),
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Oh what fun we had...




Finding the time

e KAUTH_REQ SYSTEM TIME_AD|TIME
e RBAC_SYS TIME_AD|TIME




Mountain climbing

® mountall does a “mount -a” which does an
update mount on everything mounted




Are we there yet!

® bootin







Rules for RBAC
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Problem




Problem 2




Problem 3




Problem 4




What have we learned?

® very useful research




Disadvantages

® tightly coupled kernel and userland




Advantages

® more than 50% complete
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‘tasks to be non-
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Further work




Thanks
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Questions!
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What’s the score!
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